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A guide to identifying and avoiding scams, and 
what to do if you’ve been victimized.
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A. DEFINITION —
What is a scam?

A scam is a fraudulent scheme 
generally involving money and 
some sort of business 
transaction, especially for 
making a quick profit.

Scams are meant to look like 
the real thing and catch you off 
guard when you least expect it. 

Scammers are getting smarter 
and taking advantage of new 
technology, new products or 
services, and major events to 
create believable stories that will 
convince you to give them your 
money or personal details.

If it is too good to be true, then it 
probably is.

Example of scams
Jobs and employment 

• Recruiters charge fees
even when none are
required

• Recruiters charge for
non-existent jobs

Internet fraud
• Phishing
• Vishing (voice phishing)

“This is my new number”
You receive a text message from 
an unknown number, claiming to 
be a relative, and they will ask 
for money or load credits. 

Unexpected winnings
These scams try to trick you into 
giving money or your personal 
information to receive a prize 
from a lottery or competition 
that you did not enter.

B. IDENTIFYING SCAMS
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ACTUAL 
FACEBOOK 
SCAM SENT 

TO CREW 
MEMBERS

NEVER click on 
links like this:
https://www.citi.prepaidcard-salaryatsea.com

Be careful when accepting friend 
requests or responding to messages 
from strangers/non-contacts.



NEVER click on links like these:
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ACTUAL 
PHISHING 

SCAM SENT TO 
CREW 

MEMBERS

NEVER click on links 
from sender of fake 

Company newsletters! 
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ACTUAL PHISHING SCAM SENT TO CREW MEMBERS

• NEVER click on links that ask you to
enter your account information!

• Beware of fake email North Lane
addresses like:
information@helpnorthlane.agency
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ACTUAL PHISHING SCAM SENT TO CREW MEMBERS

• Never click on suspicious links like these!
• Beware of fake North Lane email addresses 

like: servicesmember@northlane.help
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ACTUAL PHISHING SCAM SENT TO CREW MEMBERS

• NEVER click on fake North Lane links!
• Beware of fake shipboard email

addresses like:
cs_administrator@salarysearccl.com



BEWARE of fake websites like:



C. HOW TO PROTECT
YOURSELF

Beware of phishing
• Don't open files, click on
links, or enter credentials in
suspicious emails.
• Opening suspicious files or
clicking links could expose
your system to a virus or
spyware designed to steal
your information or
passwords.
• Forward suspicious emails
to abuse@rccl.com.

Always be alert
Never share personal information 
(usernames, passwords, security 
questions and answers) or 
financial information with anyone, 
including other crew members.

Scammers also create email 
accounts that are similar to those 
used by shipboard finance teams 
(Finance Controller, Payroll Purser,
Crew Payroll Manager) to trick 
crew into thinking that a finance 
team member has emailed them. 

Remember: Legitimate shipboard 
email addresses have the 
following domains:

Practice password security
• Use strong passwords or

passphrases and keep them
private.

• Protect your accounts by
using a combination of
letters, numbers, and
special characters for your
passwords. More secure
strategies encourage the
use of passphrases or
password vaults.

• Never share your
passwords with anyone.

• Change your passwords
regularly and don't use the
same passwords for every
account.

• Use multi-factor
authentication for bank and
email accounts.
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• Use firewalls, anti-virus
software, and anti-spyware
software for your devices.

• Apply updates for
operating systems and
applications to ensure the
latest security features.

Keep software current

Secure your devices/information
Keep your information 
secure/locked away where others 
(including cabin mates) cannot 
access it.

@rccl.com
@celebrity.com
@azamara.com

•
•
•



Stay safe on social media
Phishing is now occurring on 
social media sites like Facebook 
via friend requests. Be careful of 
the friend request you accept 
and never share personal or 
financial information via 
messages

Don't overshare on social media. 
Sharing personal information on 
Facebook, TikTok, etc. can give 
scammers information about you 
and your loved ones.

Erase information on old gadgets 
• When selling or giving

away your old computer,
laptop, or mobile device,
make sure to factory-reset,
delete, or destroy all
personal information.

• This includes login names
and passwords, bank-
account details, passport
and other ID details, etc.

Protect your bank account. 
• Go directly (don’t click on
links in emails) to your
account to check if your
balance is correct.

• Review all recent activity
for unfamiliar or suspicious
transactions or transfers.

• Check personal or contact
information that has been

changed without your
knowledge (i.e. email,
username, bank info).

• Set up multi-factor
authentication and
monitor your account
frequently to ensure that
the activity is expected.

Keep your Salary@Sea
account safe

• NEVER click on any website
links in emails that have
been sent to you.

• NEVER use an internet
search to locate the North
Lane URL login address.

• ALWAYS use the North
Lane web access (https://
login.Northlane.com/rccl) or
the North Lane app to
access your account.

• AVOID public computers for
logging into your account.
NEVER click on
“Save Password” if you are
using a public computer,
always remember to logout.

• NEVER share your
password or PIN number
with anyone.

• ALWAYS change your
password regularly and
immediately if you think
your account might have
been compromised.

•  NEVER respond to a North
Lane email unless you
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- Help@Northlane.com
- PremiumFX.Support@northlane.

com
- Client.Services@northlane.com
- Fraud.Forms@northlane.com

Any other addresses are scams and are 
not safe.

LEGITIMATE NORTH LANE 
WEBSITE:

https://login.Northlane.com/rccl

Any other website address is a scam 
and is not safe.

While off the ship, any Salary@Sea 
related e-mails must be sent to 
SalaryatSea@rccl.com.

D. FILING A CLAIM
Immediately notify customer service if 
you see unauthorized activity on your 
card or account or if you find anything 
suspicious. 

We can block your card and a fraud 
claim can be submitted. Any delay in 
notifying us might cause you to lose 
money or become financially liable for 
some of all the transactions you claim. 

1. Submit a fraud claim by contacting
customer service via email or
telephone: Help@Northlane.com or
1-866-326-8689

requested specific 
information from the North 
Lane help email account. 
Go directly to your account 
if there is an issue.

Use the North Lane app to 
access your account; it is more 
secure than using the website. 
The app is available from the 
Google Play Store and Apple App 
Store. 

(If you have the Wirecard  app 
already installed, it will 
automatically update to the 
North Lane app).

Remember, if you receive a 
suspicious email and aren’t sure if 
it’s legitimate send it to 
abuse@rccl.com. 

NEVER forward suspicious 
emails to anyone else in the 
company, only to ABUSE.

For your reference, here are our
LEGITIMATE NORTH LANE 
EMAIL ADDRESSES:

https://login.Northlane.com/rccl
mailto:PremiumFX.Support@northlane. com
mailto:Client.Services@northlane.com
mailto:Fraud.Forms@northlane.com
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You may also contact North Lane 
Technologies, Inc. directly at: 
1-866-326-8689 or
1-610-941-4607

Send an email to 
Help@Northlane.com

Visit the website: 
https://login.Northlane.com or 
https://login.Northlane.com/rccl 
(from the ship) 

IMPORTANT: Remember, delays 
in identifying unauthorized 
transactions in your account and 
filing your claim could result in 
financial liabilities. If this 
happens, you will be responsible 
for those charges, and a portion 
or all your claim will not be paid 
to you.

2. An investigator may contact
you with additional questions
regarding your case. Please
provide complete details in your
answers within the timeframe
given so that your case remains
open. Without the required
information, we may not have
enough to proceed with your
claim and your case could be
closed.

3.Most fraud investigations are
completed within 45 days from
receipt; however, it may take up
to 90 days to finalize depending
on the nature of the disputed
charges. If a claim takes longer
than 10 business days to reach
a decision, a provisional credit
will be issued to the account.
Once concluded, cardholders
will be notified via email about
the decision on their claim.

In cases of denial, cardholders 
can request their claim be 
reopened via Customer Service 
by providing additional details 
that may change the decision. 
Please note that while all 
requests are reviewed, clean 
reopening is not guaranteed 
and may be denied.

https://www.na.citiprepaid.com/login/submit.do
mailto:wlprepaid@sykes.com
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E. Block scam-related email
addresses.

In Gmail:
1. Log into your Gmail account.

2. Open the message from the
sender you want to block.

3. On the right side, look for and
select the three dots next to the
reply icon.

4. Select Block “senders name".

5. In the Block this email address
window that comes up, you will
be asked if you want to mark all
future message from the sender
to be marked as Spam. Click
Block to confirm.

In Hotmail or Outlook:
1. Log into your Hotmail or
Outlook.com account.

2. Open the message from the
sender you want to block.

3. Go to the Outlook Mail
toolbar, click the Sweep button.

4. In the Move To box, select
Deleted Items.

5. Select OK.

Outlook will remove all 
messages from that sender that 
are in the current folder.

NOTE: Emails in other folders, 
like Archive, won’t be deleted.  

Moving forward, emails from 
anyone on your blocked senders 
list will be sent to the Deleted 
Items folder.

In Yahoo Mail:
1. Log into your Yahoo Mail
account.

2. Copy the email address you
want to block and paste it
somewhere temporary – a sticky
note or an unsaved document.

3. Go back to your email window.
In the upper-right corner, select
the gear icon to access Settings.

4. At the bottom part of the
Settings pane, select More
Settings.

5. On the left side, select the
Security and Privacy category.

6. Next to where it says Blocked
Addresses, select Add.

7. In the Add an Email Address to
Block section, go to the Address
text box.

8. Copy and paste the email
address you want to block in the
text box.

9. Select Save.

Any email addresses you 
block will appear in the 
Blocked Addresses section.




